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Introduction

Following the successtul merger of Ex_CBA and Ex_NIC Banks to form NCBA Bank

Kenya PLC, we have consolidated our systems to ensure we effectively manage

all our transactions and inferactions through a singular intfernet banking product

offering. All customer accounts will be hosted in the same core banking system for

an efficient and customer centric platform.
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What Remains Unchanged




What Remains Unchanged

1. Web-based system accessed by users through any intfernet enabled devices (mobile phones, Tablets,
Computers).

2. System access credentials (USER NAME AND PASSWORD) hence no need to re-apply for the service.

3. Two-factor authentication: System access requires PIN input on your Token to generate One Time Password
(OTP).

4. Encryption: Transactional data between bank & client is protected using HTTPS traffic secured by Symantec.

5. Capability to maintain multiple system users and definition of their rights & limits by role, account or amount,
workflow approval in line with the prevailing account mandate.
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What Has Changed




1. Infroduction of HID Approve Token

= HID Approve is a multi-factor authentication solution from HID
Global that delivers a simple and secure way for transaction
validation and authentication using Push notification.

= HID Approve enables generation of one-time secure codes
for strong authentication for offline use.

= Current CBA soft token

= Secure activation by scanning a QR code.

 New HID approve
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2. New Payment functionalities

Infroduction of new system features on the single and bulk payments modules

1. ) Single payments

I. M-Pesa Holdings Float Purchase

Il. NHIF
. Bill Payments
. M-Pesa Superagency Float Purchase \
. Share Trading O
. HELB
. Petty cash requests
Iv.Utilities
Nairobil water payments

KPLC payments
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Home Page | My Products Cheque Services | Card Services Trade Finance | Messages | Customer Service

Standing Orders Aulo Sweeps Transler

ToNCBAaccount Tolocal Bank  To Mobde Account  Inlemational Transfer  Negotiated Reference

Tax Payments  Collection Payments  Cross Border Transfer  Transfer fo mpesa holding tid  NHIF Payments  Ulilibes

2ill Payments

) i . . i . . i . Home Page | My Products fer Mon Cheque Services | Card Services | Alerls Trade Finance | Messages | Cuslomer Serace
Home Fage MY Froducts Lheque Senuces Lard >enices Akerts (rade Finance Mis5ages Lusiomer >enace .

Standing Orders Auto Sweeps Transfer Debits into my Account My Beneficiary Enquinies and Advices Mpesa super
Standing Orders ALAD Sweeps Trarmsher Debats into My At My Beneficiary Enquirses. and Acdvtes Mpesa super

To Own acoount ToNCBAaccount  To Local Bank  To Mobde Account  Inlemational Transfer  Negotiated Reference

ToRCBA accourt ToLocal Bank  To Mobde Acoount  Infermnabional Transler  Nepolisted Referands
Tax Payments  Collection Payments  Cross Border Transfer  Transfer to mpesa holding #id  NHIF Payments  Ublites

Tax Payments  Collection Payments  Cross Border Transfer  Transfer io mpesa holding itd =~ MHIF Paymens  Litiibes

Please Select Bl Type:
Trarsher Money Bill Payment Type | Petty Cash Payments v|®
Petty Cash Payments
MPESA Super Agency Float Request

NCBA Securities Share Trading

e

Select LMilities Type Maarobi Waler Payrnend KPLC PostPad Payrments

4 [F
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2. New Payment functionalities

2. ) Bulk payments

V.

Infroduction of a new bulk payments upload service.

Bulk payments service allows processing of payments to multiple
recipients via a manual batch/bulk file upload .

The bulk payment can be made as a single debit to their account
or multiple debifts.

Control of file processing is on the customers end. Incase of file
errors one is able to view the error on your end and you can
amend the file on screen without re-uploading the file afresh.

Generate Debit advices for successfully bulk payments.

wWww.nc bﬂg roup.com
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Corporate Banking ??l'?' NC BA
.

Demo | Online Security | FAQs | Log Off | Help

Eulk File Upload
The S5V file used for the processing of Bulk Payments may be uploaded wusing this page

P welcome, Ms. Dorothy Wangu@CASH MONEY MANAGE

My Producis Transfer Money Cheque Services Card Services Alerts Eulk Payments Customer Service Contacts

View Upload Details Baich Enguiry View Payment Awairting Authorisation View Processed Bulk Master Record

File Upload

De=scription -

File Type - v
Choose File | No file chosen .

File Name

From Account m

Processing Mode @ * () pmut O Single

Value Date I

Go for it
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Bulk Payments Service Overview




Bulk Payment Templates

- Used to prepare bulk files for upload. The Bulk module only supports KES payments.
- All columns are mandatory.

EFT

DATE BANK CODE |[BRANCH CODE | ACCOUNT NUMBER | ACCOUNT NAME | AMOUNT |PAYMENT DESC

12/07/2020 [0] 100 11255591 PETER TEST 100.00 AUG 2020 SALARY

12/07/2020 [03 016 11232391 SIMON TEST 110.00 AUG 2020 SALARY

12/07/2020 1] 078 11122121 NILE TEST 120.00 AUG 2020 SALARY

12/07/2020 [68 100 11121231 LYDIA TEST 130.00 AUG 2020 SALARY

RTGS

DATE SORT CODE |BLANK COLUMN | ACCOUNT NUMBER | ACCOUNT NAME |BANK BLANK COLUMN CURRENC]| AMOUNT PAYMENT DESC

20200712 [01100 11255591 PETER TEST NCBA KES 100.00 RTGS SALARY

20200712 [03014 11232391 SIMON TEST NCBA KES 110.00 RTGS SALARY

20200712 [11078 11122121 NILE TEST NCBA KES 120.00 RTGS SALARY

20200712 [68100 11121231 LYDIA TEST NCBA KES 1.30.00 RTGS SALARY

MMTS

DATE SORT CODE |BLANK COLUMN | ACCOUNT NUMBER | ACCOUNT NAME |BANK BLANK COLUMN CURRENC]| AMOUNT PAYMENT DESC

20200712 [99001 254711056444 PETER TEST NCBA KES 100.00 MPESA SALARY

20200712 [99001 254722000000 SIMON TEST NCBA KES 110.00 MPESA SALARY

20200712 [99004 254732156444 NILE TEST NCBA KES 120.00 MPESA SALARY

20200712 [99004 254732156444 LYDIA TEST NCBA KES 1.30.00 MPESA SALARY

MSHWARI

DATE EDHT CODE |BLANK COLUMN | ACCOUNT NUMBER | ACCOUNT NAME |BANK BLANK COLUMN CURRENC]| AMOUNT PAYMENT DESC

20200712 [9700]1 254711056444 PETER TEST NCBA KES 100.00 MPESA SALARY

20200712 [97001 254722000000 SIMON TEST NCBA KES 110.00 MPESA SALARY

20200712 [97001 254732156444 NILE TEST NCBA KES 120.00 MPESA SALARY

20200712 [97001 254732156444 LYDIA TEST NCBA KES 1.30.00 MPESA SALARY
H
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Initiating Bulk Payments (Inputer)

The Upload process has three steps;

1a. Load the file using Bulk Upload sub module.

Bt | e ] Baich Logury  Yew "aymerd dmatng dotomaton e [-ooeued Uk Nasder Heme

Home Page | My Products | Transeer Money | Cheque >emabes | Cand >enices Aleds Lurslomes !

View Upload Details  Baich Enquiry  View Payment Amitig Authorisafion  View Proceased Bulk Master Recard

Halls Fdeprearral] b I st ki ¥ alor pdoaded ¥ Fayrwend Lalr 1l Birsgurnl L TE Briaml Sakn =T T

File Upload N
FILE TEET 450 06 i ALKD HIM) 45 READY Fenirg FILE TEET j A
Description . Savi a5 C5V BENG LS
File Type ‘ v
Choose File | No file chosen il
File Name ' ' Bl Master BN 40 TGT
Fr|:||'|'| Aﬂmn‘t | FI PN L E B S RN 5 HIH | B AT THINE | HA LURHERLT AR AN &iF
T ! 1 T ap LY

ﬁm“'WhﬁﬁH « W ) Cinghe 1ETHIEN  fAUGHH 4218 (055511850 GRCUF KENYALTD  EES N0E S5ALARY  READY EI' @ L ]
Value Date En ST HIEIEIINE MAUGAH ST 200 CHAKICE KES 15008 SALAAY  READY H 'ﬂ g ]

ﬁfﬂ“ TR MAUGHH 57043 22E0100 CYHARICE KES HO0d SALERY  READY H .E ,_ﬂ
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Initiating Bulk Payments (Inputer)

1b. Repair Entries with Errors.

Note: Value Uploaded and Total uploaded MUST tally.

Bafck Erquary  Vew Feyment favmbrg Achormabor 'Y Procesasd ulk Wmder flacoed
ik o : ERXMEALZ 4480

I9TMTINAITEING  MPESA TRANSFER DATIGN2IN a2 WES 15000 MAUG 20  CREATED S View -
¥ vikw lUplosied § Papmert Luke lotal AmounE SEsfuy Hecord Slakn Hulk Iype WZNTSNEERNN  MPESA TRANSFER ATISNZN) M NES RN NMGHe  CREATED e Yiew
19236TEMSITEIN MRTEL TRANSFER FATIZGI2EN]  SEO04 WES 16080 11AUGHZ0 CREATED [oerr] Viewy -
5100 1 AUG 0 3 EFT -."i: V A &
LKITS 16800 1 AUG 8 1381 REALY Fending WS -."i: ¥ @ FTBulk Item

() 1D=: Previous work will be lost (E-111707)

1/ O

Bank Branch Code eang2 . |
Beneficiary 1D E ick on am_en
Account No ~E4T18812033 utton to view

_ and amend the
Beneficiary Name

_ selected record

Beneficiary Bank Name
SWIFT Address w
Value Date 11 AUG 2020 e
Credit Currency = KES B
Credit Amount « 150.00
Reference MPESA TRANSFER

Go for it
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Initiating Bulk Payments (Inputer)

1c. Send the file for authorization after checking that there are no errors under View Bulk Upload details sub
module. Note:

M i My T e

e .'.i: . o Deierplon  J  Wahe Upliaded ) Payrend Dale Tofd ARcunt St Mufhiaed  Fecord Stalin
| oo - 0 MAGHD 610 READY pteg it v
Click on the Bulk 1D of the | . |
_ ERNDIRATES RTES N AGNN E100 READ gt urhor e i /
S R payment to send it for
i o authorization The file can now be viewed
Areount EH
Cumeacy KES under View Payments
st ke " Awaiting Authorization
Mocevang dalr vy [
Payment visue aate » AR [DE
Clemng dale |
Ui releres WD EFT cdegr amest fia
T ' b L] L]
Dot redgqeend &
Credh reference Confirm that all the details
Statun Rassy _
- s are okay and click on Go for
R . it, to submit for authorization
1o Commamsicn Amcust
Go for it
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Initiating Bulk Payments (Inputer)

2.3) Bulk File Authorization

Go to Bulk Payments>> Authorize bulk payments >>Select Payments >>Click on bulk payment id of specific batch to
approve>>Confirm details are okay then select the approve button, and confirm.

Bulk Framend | ¥

] Folad Amound Slrtes Aahoorirer Rioord Siadhirs

Wakow Llpdcoaded Faryrrenl Db

Homg Paips bty Progucts Chepqjid SapanacEs Card Senacisa Flaeris Pl 5 i RO SErvine ity

s e s EFT B5 00 1 ALAG: 2004 g6 00 READY tavailing Authorizaion &
-— A5 B1.08 H ALG 2008 E100 READY kavaiing Authorization =
Select Payments to
View Upioad Detais  [Payments | ml view the files Click on the bulk ID to
awaiting FT Bulk Master approve the file
Description RTGS
Bulk type RTGS
Account 7110120036
Currency KES

B e EFT BE 20 T ALHE 200 8800 RESDY Arraiieg S aben . G

RTGE 81 80 LG I 319F READN S S 3 = Trﬂﬂﬂ-fEf mﬂd‘ﬂ' FT
Processing date 11 AUG 2020
Payment value date 11 AUG 2020

i Upload reference  RTGS FORMAT - YYYY.csv
Click on the play
button to view Tot Value Uploaded 81

the records Status Ready

Total amt a1

J\ Hems in 4

Confirm all the details

ity - are okay and submit
152 357 3451 3966000 Dacermber S0 13 Ned Pay laina W TS oG KES 10060 110.ALKGE 20320 READY L
152 357 3461 #0500 Cwacember 2014 KNed Pay Flaina Tl O EES 1200 11 .ALG 2020 REALDY L
15236TI4613966501  December 2014 Net Pay  Maina W TINIS001S  0T000  KES nE AR ALE Ren - BEADY
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Initiating Bulk Payments (Inputer)

2.4) View processed bulk master records

Displays all batches that have been approved.

My Products | Transfer Money | Cheque Serwices | Card Services  Alerts Customer Service | Contacls

Bulk Fle Upload  View Upioad Delals  BaichEnqury  View Payment Awating Authorisabion

Bulk Payment Id Description Account  Amount  ValueDate Authorizer Status
RTGS 710 20200811  PROCESSED NGE PROCESSED 1
EFTFILE 7110 20200811  PROCESSED NGE PROCESSED 1
MMTS 110 20200811  PROCESSED NGE PROCESSED
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Initiating Bulk Payments (Inputer)

2.5) Proof of payment download

Click on the search glass icon adjacent to the batch to query individual items and get details of the payments
Including the unique fransaction reference for debit advice download.

e e el L e
Budic F il |Liplng View Lipinad Detais Eipich Enguery mar Faymey Anaeiing Authoreaton

_ _ _ FT Bulk kem
ik Fayrmaerd ki Cenrapdinn Ao Aarmi i value L Authonrsr Skrbaw
RTGS in 20200311 FROGESZED NG FROGESSED L Ellﬂl‘( on I"IE'TE to
EFTFILE T11 20200811 FROCESSED NG FROCESEED - .
view records in the
AT S in 20200311 FROGESSED NG FROCGESSED L

file

Hiensfriary B oo et o Curmerneny Sumacaent P avmaenk [ate abahes

1923020255045+500  Delamber 2014 Ned Pay  Maina W 0100 1031 KEZ 1000 11aAUG2020  PROCESSED C;)
19236528 086454600 2 December 2014 Ned Pay  Maina W G110 BAGG0 KES 1000 1AausE200  PROCESSED
1923020250045+002  Delamber 2014 Ned Pay  Maina W i 07Te00 KES 2100 114G 2020 PROCESSED |
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HID Approve( Soft Token)




What is an HID Approve Token?

Current CBA soft token

 HID Approve is a multi-factor
authentication solution from HID Global
that delivers a simple and secure way
for log in, transaction validation and
authentication using Push notification.

« HID Approve enables generation of
one-time secure codes for strong

authentication for offline use.
New HID approve

« Secure activation by scanning a QR
code.
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What is a QR Code?

« A QR Codeisa machine-readable
opftical label that contains information
about the item to which it is attached.

« A QR code consists of black squares
arranged in a square grid on a white
background and often contains data
for a fracker that points o a welsite or
application.
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HID Approve Registration Process




HID Approve Download

> Google Play | HID approvel

Search  Allprices v All devices w 0 ol

My apps
« HID Approve available on Google Play Shop Apps
store or App store
Games )
- Mobile
' AcCcess

Editors’ Choice

OMNIKEY

HID [

#_ Available on the Account <
Payment methods HID Approve ActiviD Token HID Mobile Acc: HID OMNIKEY £
' A p p Sto re My subscriptions HID Gloos HID Globa HID Globa HID Globa
Redeem * kA * ok k ok * k&
My wishlist
b GET IT ON My Play activity Mobile Reader Product
Goog|€ Play Farent Guide ;&L“EECEEE, Manager Solutions

o) (o HID|

/
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Step 1: Login to the SSP Portal

The SSP Portal is available on the Internet Banking page.

Click on Token Registration

AVA)

""‘7 NCBA

— NCBA Internet Banking

Owr nderned banking product s 3 secure Al ansaction EW, wvw_'k\:'.'..f—.l_o :
wierrel Dased banking platform thatl onabies you 1o 1ansact vl I
Vi wheraver and wieoeeer | suits yOuU AR you noed I3 3 stable '

mismet COnrecton

QA

Enter Toxen Generaned Pnn

Corpornte Barkong

Go for it
Project yoursed from onbne frand
As you Tansact online A i emportant 10 De aware of ntemet frand Pease nole thal NCBA will NEVER send you an Self Service Portal (557)
ol kg you 10 enler reconfiem Of CHAMOS your secunty delals o ohar personal infoematon N you recenve

WCh 2 emadl o if yOu Dobeve yOou May have Gaciosed your elals = Ay way. please Ca8 va mmediatedy on <254
20 2838000 or emas

C v >
Nt y#l regestered Sign Up

Token Regsration?

Log In

For moen nfo on how NCEA protects you #om onfine ®300 visd

Manage Toxens”?

NCEBA internet Banking » best viewed in Mogiia Firefox. To downdoad Moziis §F wefox
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Step 2: Enter Your User ID

STEP 1 - First Time Login

You have received your UserlD and Token from the bank.
In order for you to log into Internet Banking, you will be required to register your token by following the steps below.

User D \ \

This 1s the ™ Character [D for Online Banking Services
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Step 3: One Time Password

Enter a One-Time-Password (OTP) that is sent to your registered mobile number or email address
and click Go For it

AV4 L

"%7 NCBA

STEP 2 - Authenticate

Enter the One Time Password from the 5MS sent to your registered mobile phone.

One Time Password | |

please call the bank If you do not receive your SMS message
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Step 4: Register an Approve Token

B
% NCBA

STEP 3 - Register Token

On application for Internet Banking, you were provided with a Token.
This will generate One Time Passwords for login and transaction signing. In order to tie this device to your profile, complete the step below

If you do not have a Hard Token, you may use HID Approve instead. Kindly enter the device serial number of Hard Token or select HID Approve and click Submit

Activate HID Approve @ HID Approve

Device Serial Number O Hard

This is the serial number (S/N) of your Hard token device.

Submit |

Cancel
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Step 5: SSP QR Code/ Manual Invite Code

Use the HID Approve mobile application to 2can the QR code
shown below to register your mobile device.

H L,

[m]

k.

on,

o —n B

I*I

Farameters for manual registration of HID Approve:
User ID : CLB93942
Invite Code - 1BOK3IPDGRS

Service URL - approve ncbhbagroup.com/FTRESS

| Complete |
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Step 5: SSP QR Code/ Manual Invite Code

- Add Service
Go back to phone on the HID Approve HID Approve
token, tap on the mobile device screen

to be able to scan the QR code.

You can also input the invite Code
Manually

Welcome

Tap the screen to register a new
service,

Scan your invite code to add a service,

or enter_invite manually.
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Step 5: SSP QR Code/ Manual Invite Code

User 1D

Successful HID Approve app registration

Invite coge

Service URL
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Step 5: SSP QR Code/ Manual Invite Code

After the QR code is successfully captured, Set Password
Set a pin for the Token

Set Password

Create a new password to protect this
I-_ Lll'l.-' l:-l-l

Lreate a new password 1o protect th
sarvice
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Step 5: SSP QR Code/ Manual Invite Code

Successftul HID Approve app registration

HID Global service has been registered
successiully
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Step 6. Back to SSP - Generate a One Time Password

STEP 3 - Change Token PIN or One Time Password Login

You can now turm on your Hard token and login using the default PIN provided.

You will be requested to change your PIN.
Enter your new PIN and Confirm.

Your PIN 1s now changed.
Kindly note your new token PIN In a secure place

Select the OK button on the PIN, a One Time Password will be displayed, enter this below.

If It 15 a HID Approve token, generate One Time Password in the mobile application and enter it below.

One Time Password

Cancel
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Step 7. Set Security Questions

B
% NCBA

STEP 4 - Security Questions

Kindly select three of the securty questions below which will be used to confirm your
Identity when you contact the bank regarding your Internet Banking Frofile

Select question
Enter answer

Confirm answer

Select question
Enter answer

Confirm answer

Select question
Enter answer

Confirm answer

First job town hd |

First stuffed animal b

Elementary / primary school name +

wWww.nc bﬂg roup.com

Go for it



Step 8. SSP Home page - Select Manage Tokens

Self Service Portal Home

Welcome to the Self Service Fortal. Please choose from the below options.

Update Security Questions & Answers | Manage Tokens
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Step 8. SSP Home page - Select Manage Tokens

Manage Tokens - Dashboard

A

N
% NCBA

Token Management

You have 1 Approve Tokens with friendly name(s): [TECNO CAMON 12 Pro]

You can activate a new or additional Approve Token, click here Activate

To delete, an existing Approve Token |Enter friendly name |

If your device is locked, please enter the device unlock challenge below to generate an unlock code for your device so that you can
reset your PIN

If your device has become out of sync, please enter a One Time Password below to automatically re-synchronize your device.

You have 0 Hard Tokens : []

Enter the device senal number | |

Enter the device unlock challenge | |

Enter the device OTP | |

You have 0 Soft Tokens : []

You have a total of 1 devices out of a maximum of 3. You can remove a device if you no longer wish to use it
Enter the Hard Token or Soft Token senal number below to remove it.

Enter the senal number of a token | | m
Homo | Logou

wWww.nc bﬂg roup.com
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Step 8. SSP Home page - Select Manage Tokens

s,
% NCBA

Token Management

You have 1 Approve Tokens with friendly name(s)§ [Galaxy S6+]

You can activate a new or additional Approve Token, click here m
Remove Approve foken . [ m—]
To delete, an existing Approve Toke m

If your device is locked, please enter the device unlock challenge below to generate an unlock code for your device so that you can
reset your FIN

If your device has become out of sync, please enter a One Time Password below to automatically re-synchronize your device.

You have 0 Hard Tokens : []

Enter the device seral number | |

Enter the device unlock challenge | |

Enter the device OTP | |

You have 0 Soft Tokens : []

You have a total of 1 devices out of a maximum of 3. You can remove a device if you no longer wish to use it.
Enter the Hard Token or Soft Token serial number below to remove it

Enter the serial number of a token | | m
iome [ Logon-
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Step 8. SSP Home page - Select Manage Tokens

Token Management

HID Approve registration - Existing user
Under Manage Token, select Activate

on dCISh bOCer You can activate a new or additional Approve Token, click here
To delete, an existing Approve Token [Enter fendly name | m

You have 0 Approve Tokens with friendly name(s): []

If your device is locked, please enter the device unlock challenge below fo generate an unlock code for your device so that you can
reset your PIN

If your device has become out of sync, please enter a One Time Password below 1o automatically re-synchronize your device

You have 1 Hard Tokens - [0521311788]

Enter the device senal number

Enier the device unlock challenge

Enter the device OTF
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HID Approve Multi-Profile Access

A user with multiple internet banking usernames is able to register the profiles on one Approve Token.

On your Approve Token click on the highlighted add button to launch smart phone camera.

Services »

T NCBA >

=1
T NCBA »
N tl?‘ A A Uuitnentication
138p screen to generate a new
e cure Ccoge
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A

For any inquiries please email us vio
cashmanagemeni@ncbagroup.com
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